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Preface

In a simplistic term, a system which handles big data is considered as a big data system.
This handling could include different services such as computation, storage, and networking.
The term big data refers to enormous size of data, which could challenge the conventional
systems for storing and computation. While there is no standard range, which can classify
big data, normally systems which can handle a few terabytes of data can be considered as
big data systems.

Large amount of data is useful in many ways. Organizations can get deep insights about
many aspects and operations. End users can get enhanced services. For instance, a large
search engine can offer customized search results to its users. Similarly, a government can
enhance its security system through smart surveillance systems based on big data. Both
these examples reflect the emerging potential of big data. While the benefits of big data
are still emerging, it is necessary to understand and study different systems and platforms
which can facilitate big data.

Objectives
The purpose of this book is to study different concepts related to big data. It has

following major objectives:

• To elucidate different platforms for processing of big data systems.

• To highlight the role of cloud computing in computing and storing big data systems.

• To explain security and privacy issues in big data.

• To provide an overview of different networking technologies in big data systems.

• To describe pros and cons of different computational platforms for big data.

• To elaborate on different case studies of big data.

• To enlighten programming and algorithmic techniques available for big data process-
ing.

Organization
The book is organized into five parts and 14 chapters:
Section 1: The first part covers introductory concepts. It consists of three chapters.

The first chapter covers concepts related to fundamental concepts of big data including
difference between analytical and transactional systems and requirements and challenges of
big data. The second chapter elaborates on architectural and organizational concepts related
to big data. The chapter explains the difference between lambda and kappa architectures. It
also highlights cluster computing and different organization schemes for clusters. The last
chapter in this section, chapter 3, is focused on cloud computing and virtualization. Cloud
provides an important platform for big data and the chapter is focused on elaborating this
requirement.

xiii



xiv � Preface

Section II: The second section is focused on elaborating efficient platforms for storing
and processing big data. Chapter 4 explains various topics related to Hadoop and MapRe-
duce. This chapter also covers programming examples using MapReduce. In addition, two
important components of Hadoop, i.e., HDFS and HBase are explained. Chapter 5 explains
a few important limitations of Hadoop v1, and describes how Hadoop v2 addresses these
limitations. This chapter also covers YARN, Pig, Hive, Dremel, Impala, Drill, Sqoop, and
Ambari. Chapter 6 explains Spark and its different components. It elaborates on how Spark
is useful in solving a few major big data problems. The chapter also includes programming
examples. Chapter 7 describes NoSQL systems. These include, column-base, key-value base,
document oriented, and graph databases. The chapter covers illustrative examples for en-
hanced explanation. Chapter 8 is focused on introducing the topic of NewSQL systems.
The chapter has introductory coverage of four different NewSQL systems. These include
VoltDB, NuoDB, Spanner, and HRDBMS.

Section III: Section III elaborates on networking, security, and privacy for big data
systems. There are several illustrative examples in this part. Chapter 9 explains various
topics related to networking for big data. This chapter highlights different requirements
for efficient networks for big data systems and provides an overview of existing networking
solutions. Chapter 10 explains security requirements and solutions for big data. It includes
various topics such as requirements, attack types and mechanisms, attack detection, and
prevention. The last chapter in this section, chapter 11, provides an overview of privacy
concerns in big data and explains existing solutions in ensuring privacy.

Section IV: The fourth part of this book includes computation for big data. It contains
chapter 12 and chapter 13. Chapter 12 explains HPC solutions, which are being utilized by
big data systems. This chapter describes the functionality of GPUs, TPUs, and supercom-
puting. Chapter 13 introduces the topic of deep learning. It covers explanations of various
deep learning solutions. These include Feed Forward Network, RNN, and CNN. The chapter
explains various examples of big data which can get leverage from deep learning solutions.

Section V: Section V contains chapter 14. This chapter covers various case studies on
big data. These include organizational solutions on a Facebook, Uber, LinkedIn, Microsoft,
and Google. The chapter also highlights a few open issues on big data systems.

Target Audience
The book adopts an example-centric approach, where various concepts have been ex-

plained using illustrative examples and codes. The book can be used either as a text book
or as a reference book. It can be adopted for various courses such as cloud computing and
big data systems. Moreover, individual chapters of the book can be used as reference for
different courses related to networking, security, privacy, high-performance computing, and
deep learning.

Contact Us
If you have any question or comment about this book, please send email to bigdataque-

stions@gmail.com
We have a web site for the book, where we list examples, errata, and any additional

information. For access, please visit our web page at https://sites.google.com/
view/bigdatasystems.

Jawwad Ahmed Shamsi and Muhammad Ali Khojaye

https://sites.google.com/
https://sites.google.com/
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B
IG DATA has been increasingly used in our daily lives. From social networks to mobile
applications, and internet search, a huge amount of data is being generated, collected,

and processed. The purpose of this chapter is to explain the fundamental concepts related
to big data that are useful in understanding the functionality and execution of big data
systems.

1.1 INTRODUCTION: REVIEW OF BIG DATA SYSTEMS
In the year 2006, LinkedIn – the social networking giant, started analyzing profiles of its
users by suggesting people they may know. The rationale behind this feature was to en-
courage users to expand their social network based on their interest and give them relevant
suggestions. Through this feature, LinkedIn observed that most of its suggestions in inviting
people were successful [352]. Similarly, in the year 2012, for the US presidential elections,
President Obama’s campaign experienced massive boost and success through predictive
analysis using a big dataset consisting of voter’s profiles, their likes, and their patterns [207].

The two examples cited above highlights the enormous potential of analyzing, linking,
and extracting useful information from large data. The science of prediction requires a
massive amount of data and methodological linkage of different attributes on big data.

While big data carries huge potential for information extraction; it requires thorough
understanding and comprehension of underlying systems (software and hardware) that are
used for storing, processing, linking, and analyzing.

3
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1.1.1 Purpose of the Book
The purpose of this book is to explain different systems that are used for storing, processing,
and analyzing big data. The book adopts an example-oriented approach in which each
chapter contains examples and illustrations for better explanation.

1.2 UNDERSTANDING BIG DATA
The term big data has gained popularity [298]. It refers to the huge amount of data such that
managing, analyzing, and understanding data at volumes and rates that push the frontiers
of current technologies [225].

1.2.1 Important Characteristics of Big Data
Researchers have highlighted a few important characteristics of big data [369]. These are
often referred to as five V’s of big data.

1. Volume: Big data refers to the massive volume of data such that the amount of
data challenges the storage and processing requirements. While there is no specific
distinction about the volume of data, normally the volume could vary from Terabytes
(10 12 ) to exabytes (10 18 ) and beyond.

2. Velocity: Data is being generated at a very fast pace. The high rate of data generation
signifies the importance of data. The high velocity of data can be assessed by the fact
that a large proportion of data being used belong to the recent past.

3. Variety: Data under consideration could be obtained from numerous sources such as
web logs, Internet of Things (IoT) devices, URLs, user tweets, and search patterns
etc. Similarly, data could have different formats such as Comma Separated Values
(CSV), tables, text documents, and graphs. Further, it could either be structured,
semi-structured, or unstructured.

4. Veracity: Data may vary in terms of veracity; i.e., data under consideration may be
inconsistent or it may be highly consistent across all replicas; it may be useless or it
may be of high value. Veracity refers to the trustworthiness, accuracy, or authenticity
of data.

5. Value: Data must be of high value; i.e., stale data has limited value.

1.2.2 Big Data: How Big Is Enough?
One of the fundamental questions in big data is that for a given big data problem in
consideration, how much data is enough? That is, how much data is needed to be analyzed
in order to compute the result? The answer to this question is not trivial.

Often in data analysis, data is sampled to process results. For instance, opinion polls
are based on data samples. In a similar context, gender-wise assessment and population are
based on data sampling. Sampling induces likelihood of error – a scenario, where the data
sample collected may not reflect true results.

An example of data sampling error could be derived from Google Flu Trends (GFT)
[236]. In 2009, Google tracked the spread of Flu in the United States. The prediction was

based on GFT, the search trends available on Google. The prediction was so successful that
it outnumbered the prediction from the Center for Disease Control (CDC). However, in Feb
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2013, a similar prediction appeared as erroneous. It was observed that the GFT prediction
was overstated by a factor of more than two. The problem was that Google’s algorithm
was simply considering the search terms on the Google Search Engine. It was assumed that
all the related searches made on Google are related to spread of flu. The Google team was
unable to find the correlation between search terms and flu.

In a similar context, data sampling error could be induced during an election campaign.
For instance, data for election tweets may favor a specific candidate. However, it may be
the case that voters of the candidate are pro-active on social media as compared to the
voters of other candidates. Similarly, sample size in any big data problem could have its
own biases.

Determining the correct size of data for a given big data problem is not trivial. In
addition, collecting or gathering the complete data is also an issue. Many experts believe
that in the case of big data, N=ALL is a good reference point for data analysis [191]. That
is, all the data needs to be analyzed. However, collecting such a large amount of data or
determining what is included in N=ALL is not trivial. Therefore, in many cases, a big data
problem is analyzed on found data – a term which is referred to donate the data which has
found for analysis.

While collecting more data is often more useful for analysis; it is not necessary that
more data would yield improved results. In this context, relevance of data being collected
is also important [350].

1.3 TYPE OF DATA: TRANSACTIONAL OR ANALYTICAL
An important question is what type of data can be referred to as big data. In the literature,
two types of systems have been mentioned:

1. Transactional Systems: These are the types of systems which support transaction
processing. Subsequently, these systems adhere to ACID (Atomicity, Consistency, Iso-
lation, and Durability) properties. They have proper schema and data for each trans-
action is uniquely identified.

2. Analytical Systems: Such systems do not necessarily hold ACID properties. Conse-
quently, data does not necessarily adhere to a proper schema. It may have duplicates
and missing values etc. Such systems are more appropriate for analyzing data.

Traditionally, the term big data has been associated for analytical systems – specifically
due to the fact because such systems do not require strong consistency and have schema-less
data with duplicates, multi-formatting, and missing values. However, as we will study in
chapter 8 big data systems have evolved to include transactional systems bearing ACID
properties.

1.3.1 CAP Theorem
The database community initially argued that lack of consistency and normalization in big
data systems was a major limitation. However, later it was felt that big data systems do
not need to maintain strong consistency and they can exploit CAP theorem to avail the
benefit of relaxed consistency and improved performance.

CAP theorem was proposed by Eric Brewer [108]. It explains important characteristics
for distributed systems. The fundamental idea of the CAP theorem is that in a distributed
system, there are three important characteristics, i.e., Consistency, Availability, and Parti-
tion Tolerance (CAP). CAP theorem states that in case of a partition (or network failure)
both consistency and availability cannot be offered together. That is, when network failure
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occurs and the network is partitioned, a distributed system can either offer consistency or
availability but not both. Note that when there is no network failure, a distributed system
can offer both availability and consistency together. Example 1.1 explains the concept of
CAP theorem.

CAP Theorem

FIGURE 1.1 CAP theorem

Example 1.1 (CAP Theorem). Figure 1.1 explains the CAP theorem. Two dis-
tributed servers A and B are shown. In part (a), at time t1, ClientA writes x=100
at ServerA. Assuming strict consistency, the value of x is immediately updated to
ServerB. Consequently, ClientB reads x=100.
At time t2, network fault occurs in the link connecting the two servers. Consequently,
either availability or consistency can be met.
In part (b), availability is maintained, while consistency is relaxed. ClientA writes
x=200 at ServerA. However, since the network link is down, the value could not be
immediately updated to ServerB. Therefore, ClientB still reads x=100.
In part (c), in order to meet consistency, availability is compromised. ClientA in-
tends to write to ServerA. However, since the link between the two servers is broken,
the value of x is not updated either to ServerA or to ServerB.
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Many big data systems exploit CAP theorem to provide availability at the cost of con-
sistency. However, consistency is not necessarily compromised for availability. It can also
be compromised for latency [74]. Systems which have relaxed consistency requirements are
normally considered appropriate for data analytics as they do not necessarily maintain
ACID properties. Maintaining ACID properties in the context of big data are challenging
due to massive size and distributed nature of data. Therefore, by-n-large, big data systems
have been normally associated with analytical systems. Figure 1.2 illustrates the difference
between transactional systems and analytical systems.

1.3.2 ACID vs BASE
For distributed systems, meeting ACID guarantees is really challenging. Therefore, many
big data systems employ BASE properties [87, 299]. BASE is an acronym for Basically
Available Soft state Eventual consistency. BASE implies that in case of network failure,
big data systems tend to compromise on consistency in order to provide availability. The
main focus of such systems is to ensure availability, whereas eventual consistency model is
followed.

FIGURE 1.2 Transactional systems vs. analytical systems
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1.4 REQUIREMENTS AND CHALLENGES OF BIG DATA
For big data systems, there are a few specific research challenges. These are needed to be
catered:

1. Scalability: The foremost requirement for big data systems is to provide massive ca-
pability for processing and storage of huge amounts of data. Scalability should be
achieved without any noticeable degradation in performance.

2. Availability and Fault Tolerance: An efficient big data system should be able to tolerate
faults. Faults could either be transient such as network congestion, CPU availability,
and packet loss, or they could be persistent such as disk failure, power faults, and
network outages.

3. Efficient Network Setup: As big data system consists of a large number of machines
and workstations, efficient networking setup is an important requirement. The network
should be capable of providing access to big data, with low communication latency.
Network setup should facilitate building big data systems through both Local Area
Network (LAN) and Wide Area Network (WAN).

4. Flexibility: Big data systems may contain data from multiple sources such as textual
data, images, videos, and graphs. Similarly, data can be assessed and analyzed through
multiple means including visualizations, raw data, aggregated data, and queries. Big
data systems should facilitate flexible mechanisms for accessing and storing big data
systems.

5. Privacy and Access Control: As big data systems gather data from a large number of
sources, privacy and access control are likely to be one of the major concerns. Questions
such as which data should be made public, what information should be assessed, and
who has the ownership of data are important and needed to be identified.

6. Elasticity: In a big data system, the number of users varies over time. An efficient
system should be able to meet user’s needs. Elasticity refers to the capability of the
system in meeting these needs.

7. Batch Processing and Interactive Processing With the passage of time, big data sys-
tems have expanded from batch processing to interactive processing. For capable big
data systems, possessing the ability to analyze and process big data in batch mode as
well streaming mode is necessary.

8. Efficient Storage: As data is replicated in big data systems, efficient mechanisms for
replication and storage are significant in reducing the overall cost.

9. Multi-tenancy: Big data systems are accessed by multiple users at a time. Multi-
tenancy refers to the capability of the system in providing fair, persistent, and isolated
services to the users of big data.

10. Efficient Processing: As data is massive, efficient algorithms, techniques, and hardware
are needed for large-scale computation of big data. In this context, effective techniques
for parallelization are also significant. Similarly, iterative computation for machine
learning and data analytics are also important.

11. Efficient Scheduling: With multiple parallel tasks and concurrent users, methods and
techniques for efficient scheduling are needed.
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The above set of requirements are significant for big data systems. There are numerous
solutions which have been developed to cater these needs. Over the course of this book, we
will study various solutions pertaining to these challenges.

1.5 CONCLUDING REMARKS
Big data systems implement extensive analysis of the massive amount of data for prediction
and analysis. These systems entail specific challenges and considerations related to system
architecture, fault tolerance, computation and processing, replication, consistency, scalabil-
ity, and storage. This book is aimed at explaining existing solutions which address these
challenges.

The remainder of this book is organized as follows: Chapter 2 elaborates on architec-
tural and organizational concepts related to big data. Chapter 3 describes cloud computing.
These two concepts are well established for big data systems. Chapter 4 describes Hadoop –
a popular platform for storing and processing big data. Chapter 5 explains a few important
limitations of Hadoop v1, and describes how Hadoop v2 addresses these limitations whereas
chapter 6 explains Spark. In chapters 7 and 8, we discuss NoSQL and NewSQL systems.
Chapter 9 describes networking issues and solutions for big data systems. Chapter 10 ex-
plains security requirements and solutions for big data whereas chapter 11 discusses privacy
issues in big data. Chapter 12 highlights high-performance computing systems and their
impact for big data systems whereas chapter 13 introduces deep learning – an emerging
concept for analytics in big data systems. Chapter 14 is the last chapter of the book. It
describes different case studies of big data systems. It also highlights a few open issues on
big data systems.

1.6 FURTHER READING
Examples of big data and its impact in analytics and predictions have been discussed in
references [207,236].

[191] provides further discussion on analytics and the size challenges for big data.
CAP Theorem and its impact on design of big data been discussed in many research

papers. It was initially proposed in the year 2000 [111]. Later, in many research papers,
different design principles of distributed systems have been explained [107–109,178].

Difference between ACID and Base properties has been further elaborated in the liter-
ature. References [122,294] explains these properties in detail.

Research Issues in big data systems have been discussed in detail in many research
papers. These include architectural and hardware related issues, software, and platform
related research, as well applications of big data [192,238].

[208,231] and [317] present a detailed discussion on all different challenges of big data.

1.7 EXERCISE QUESTIONS
1. Explain five V’s of big data.

2. Explain CAP Theorem. How is it useful for big data?

3. Explain the difference between found data and all data.

4. What are the major challenges for big data systems?

5. What are ACID guarantees? Are they needed for big data systems?

6. Highlight major differences between transactional systems and analytical systems.
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7. Explain major characteristics of BASE systems.

8. Explain how much data is sufficient to achieve high accuracy in big data systems?

9. Explain why Google flu trends were inaccurate in estimation?

10. Explain the difference between scalability and elasticity.

GLOSSARY
ACID: These are the set of properties which identify a database system. These stand for

Atomicity, Consistency, Isolation, and Durability.

Analytical Systems: These types of systems are used to provide analytics on historically
large volumes of data.

Atomicity: It is a database concept that a transaction either succeeds or fails in its entirety.

BASE: It stands for Basically Available Soft state Eventual consistency. These are the types
of systems which provide relaxed consistency requirements than ACID.

CAP Theorem: It is a theorem which identifies a design model for distributed systems.
It states that in case of a network partition (failure), a distributed system can either
provide consistency or availability.

Cluster computing: It is a type of computing which allows multiple computers to work to-
gether to either solve common computing problems or provide large storage. It requires
a cluster management layer to handle communication between the individual nodes and
work coordination.

Data Visualization: It presents meaningful data graphically (from raw data) in order to
understand complex big data.

Eventual Consistency: It is a type of consistency model, which support BASE model to the
ACID model.

Fault Tolerant: It is a property of a system to make sure it recovers automatically even if
certain parts of the system fail.

Processing: It refers to extracting valuable information from large datasets.

Reliability: The probability that a given system will perform its intended functions contin-
uously and correctly in a specified environment for a specified duration.

Resiliency: A resilient system is one that can gracefully handle unexpected situations and
bounce back from failures.

Transactional Systems: These are the types of systems which support transaction process-
ing.
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